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ABSTRACT

Malware analysis is one of the important concerns of computer security, and advances in analysis techniques have
become important for computer security. In the past, the signature-based method was used to detect malware. However, as
the percentage of packed malware increased, it became more difficult to detect using the conventional method. In this paper,
we propose a method for identifying packers of packed programs using machine learning. The proposed method parses the
packed program to extract specific PE information that can identify the packer and identifies the packer using the Adaptive
Boosting algorithm among the machine learning models. To verify the accuracy of the proposed method, we collected and
tested 391 programs packed with 12 types of packers and found that the packers were identified with an accuracy of about
99.2%. In addition, we presented the results of identification using PEiD, a signature-based PE identification tool, and
existing machine learning method. The proposed method shows better performance in terms of accuracy and speed in
identifying packers than existing methods.

Keywords: Computer security, Information security, Malware detection, Machine learning.
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Table 1. Ratio of Packer to train and test
dataset.

Packer Rate of Rate of
train dataset | test dataset

ACProtect 7.69% 7.63%
ASProtect 10.26% 10.17%
Armadillo 26.01% 26.27%
Enigma 5.86% 5.93%
Obsidium 4.76% 5.08%
PECompact 5.86% 5.93%
Petite 5.86% 5.93%
Safengine 2.93% 2.54%
Themida 10.99% 11.02%
UPX 4.76% 5.08%
VMProtect 10.99% 10.17%
Pz)ot(iitsor 4.03% 4.24%
Total 100% 100%
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Table 2. Experimental results on the accuracy
of the PEiD, (9)'s method and the proposed
method.

Proposed | Proposed

Packer P%]D mEegt]hz d method method
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ACProtect | 33% 90% 100% 94%
ASProtect | 97% 80% 100% 98%
Armadillo | 99% 93% 100% 96%
Enigma | 30% 83% 100% 100%
Obsidium | 36% 92% 91% 100%
PECompact| 100% | 71% 100% 93%

Petite 56% | 93% 100% 100%
Safengine | 0% | 100% 100% 100%

Themida | 69% | 82% 100% 100%
UPX | 94% | 100% 89% 100%
VMProtect| 0% | 100% 97% 100%
Yodas 1600, | 339 91% 100%
Protector

Accuracy [59.5% | 88.1% 99.2% 98.3%
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Table 3. Execution time for (9)'s method and
the proposed method.
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